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Introduction

Americans traditionally have had ambiguous
feelings about intelligence work. Often it has been
defined only as espionage, or spying, and has been
considered inconsistent with the American character.
Even though the military learned to appreciate the
necessity of intelligence information, for most of the
country’s existence the military had vigorous intelli-
gence activities only during wartime, and in peacetime
most career-minded officers did not go into it.

This attitude began to change, ironically enough,
after victory in war. The Spanish-American War is
often treated as a sideshow in US history, but it had
important effects on the development of the nation
as a world power. The weaknesses and problems
revealed in this war spurred concerned policymak-
ers to institute reforms in many areas of endeavor,
including intelligence.

The period after the war, the first decades of the
twentieth century, coincided with the first uses of
radio as a means of military communications. Thus,
the development of intelligence activities in the
United States was closely entwined with the devel-
opment of radio communications as a medium as
well as a secret source of information.

Radio intelligence, which eventually became
known as communications intelligence (COMINT)

and, still later, as signals intelligence (SIGINT), was
a natural pursuit for Americans. While it necessarily
had to remain secret, it did not smack of distaste-
tul spying, and it played to the American people’s
high interest in technology and science. With radio
itself not much more than ten years old, the inter-
cept operators of the pre-World War I period were
studying and learning about the characteristics of
the medium, even as they were teaching themselves
how to exploit target communications.

The development of American COMINT need-
ed not only communications technology and people
versed in it but experts in cryptanalysis as well. The
US military had conducted intercept and codebreak-
ing in the Revolution and the Civil War, but after
that had no cryptanalysts in government employ and
did not encourage this skill in either military or civil-
ian employees.

Even though the recognition of the need for
cryptanalysts was perceived with the first activities
in COMINT collection, it took time to develop
expertise in this area. Because the needs were press-
ing in so many intelligence activities, the “military
information,” later called “military intelligence,”
authorities originally had to content themselves
with pulling together a network of talented ama-
teurs to satisfy their immediate cryptanalytic



THE DAWN OF AMERICAN CRYPTOLOGY, 1900-1917

requirements. It was not until after World War 1
that the United States began to foster development
of professional cryptanalysts in continuous govern-
ment service.

Technology was not the only factor to influence
the development of radio intelligence and crypt-
analysis. Much of the impetus came from current
crises, particularly on the Mexican border in the
1910s, then the growing concern with a threat from
Germany.

An article in CIA’s journal Studies in Intelli-
gence shows how intelligence supported President
Woodrow Wilson in his policy problems concern-
ing Mexico.! The article, however, concentrates
on support to the White House and does not deal
with the widespread and vigorous intelligence work
that went on during the period of tension along the
Mexican border in the “teens.” Several chapters in
this book relate more of the story.

In the early days, it seems to this author, respons-
es to requirements for tactical support were of major
importance in making intelligence important at the
national level.

The Dawn of American Cryptology is not intend-
ed to be an exhaustive history of the subject matter;
rather, it is a group of interlocking articles (chapters)
that seek to illuminate the main streams of develop-
ment for this secret effort in the first years of the
twentieth century. There are still enough details left
in the US National Archives holdings to support a
number of theses, dissertations, and books—at least
one per chapter, I would estimate.

This project began as one article with multiple
parts, but several portions calved off to form the
present collection as I realized that these topics
needed individual treatment. Each chapter can be
read by itself, which means that each one will con-
tain some duplicative explanatory matter; however,
I have tried to keep this to a necessary minimum.
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The Dawn of American
Communications Intelligence

The Spanish-American War

Shortly after the turn of the twentieth century,
many nations of the world, including the United
States, began to take advantage of the new medium
of wireless telegraphy, soon to be known as radio,
to increase the flexibility and speed of government
communications. Over time, most of these nations
also came to realize that eavesdropping on foreign
radio communications constituted an invaluable
source of military and civil information.

Radio was a new medium. Transmissions were
made in Morse code, and the only existing radio sta-
tions with regular broadcasts—and they were still
tew—were the property of governments, business-
es, or talented amateurs. These stations were used
to send cables to places telegraph lines did not go,
usually transmitting official or business communica-
tions or, occasionally, distributing press items.

The US Army began using wireless radios for
some activities as early as 1903 but began deploy-
ing radios regularly for operations around 1910.
Even while it was still studying the technology and
operational doctrine of radio communications for
its own use, it began the practice of intercepting
foreign messages, primarily Mexican, for intelli-
gence purposes.

This is the story of the origin of US Army signals
intelligence, or radio intelligence as it was called in
its infancy. This source was heavily entwined with the
development of military intelligence as a profession.

The American Civil War arguably was the
world’s first information war in the modern sense.
Both the Union and Confederacy made extensive
and innovative use of the telegraph and tactical sig-
naling on the battlefield for communications and
communications intelligence. However, ironically, in
the three decades from 1865 to the Spanish-Ameri-
can War, the US government was not a heavy user of
telegraphic communications, much less engaged in
advancing communications technology.

Neither the US government nor military was
much interested in intelligence as an official activ-
ity. The only civilian organization engaged in intel-
ligence on behalf of the federal government was the
Secret Service. Subordinate to the Treasury Depart-
ment, agents were concerned primarily with catch-
ing counterfeiters.

The US Army and Navy had had intelligence
organizations since the 1880s—the Office of Naval
Intelligence had been established in March 1882
and the Military Information Division in October
1885—but they served departmental interests exclu-
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sively. Moreover, they became repositories of mili-
tary and naval data but did not do analytic studies or
undercover operations." The one truly professional
US military intelligence capability in 1898 was a
network of military attachés assigned in key foreign
locations.

The Spanish-American War, as it changed
much in US government and military practices, also
changed attitudes and activities in regard to com-
munications and intelligence.

After months of tension between the United
States and Spain—primarily over Spanish treat-
ment of its colony, Cuba, exacerbated by a jingoistic
press in the United States—the two countries went
to war.

The actual conflict lasted only a few months:
the summer of 1898. The inept military campaign
has been well told elsewhere; this chapter is con-
cerned with the developments in communications
intelligence that affected the war and the effect of
the war on the practice of intelligence in the Unit-
ed States.

Martin L. Hellings was a long-time employee
of Western Union and, in 1897, managed its sub-
sidiary, the International Ocean Telegraph Compa-
ny—which operated the subsea cables from Havana
to Key West to mainland Florida.

In December 1897, President McKinley ordered
the battleship Maine to stand by in Key West, in
case it was needed in Havana to protect Americans
there. The captain of the Maine, Charles D. Sigsbee,
was an old friend of Martin Hellings, and he asked
Hellings to notify him if there was any trouble with
the Havana-Key West line that would interfere with
reception of warnings sent from Havana.

Hellings sent his old friend one or two better.
The Havana telegraph office was subordinate to
him; its employees would keep him informed of any
local developments of interest to the United States.
In addition, there was a branch telegraph office in

the Spanish governor-general’s palace; its employees
would now, secretly, give the United States copies of
the highest-level Havana-Madrid communications.

This “second-hand COMINT” played no part
in the subsequent tragic history of the Maine, which
exploded in Havana harbor on February 15, gener-
ating great anger at Spain across the United States
and putting the country into a situation in which
war was nearly inevitable. The secret source pro-
vided usable information only in subsequent events.

The network of military attachés and its spies
reported the assembly of a large Spanish fleet and
preparations for its departure across the Atlantic. Part
of the fleet, under Admiral Pascual Cervera y Topete,
departed the Cape Verde Islands in late April.

The vital question was Cervera’s destination.
Wias it the Philippines, where his fleet outgunned
that of Admiral Dewey; Florida, where his fleet
could sink the ragtag collection of transport ships
the US Army was using to send an expeditionary
force to Cuba; or, more frightening, the East Coast
of the United States, where it could shell the great
urban areas? There was great anxiety among resi-
dents of these coastal cities.

In reality, Cervera’s fleet was in poor fighting
condition and had been ordered to the Caribbean
before adequate provisioning had been completed.
Cervera barely made it to the Cuban port of San-
tiago, where the fleet got into harbor unnoticed by
the Americans.

His first act upon arrival in Santiago was to
telegraph the Spanish governor of the island that he
had arrived. The message also was covertly relayed
to Martin Hellings in Key West. The Havana-Key
West line had continued operation despite the out-
break of war. Hellings had been given a commission
in the Volunteer Signal Corps, and the Signal Corps

ran his office.

The information about the location of the
Spanish fleet was relayed to Washington, where it
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USS Maine. Retouched photograph by A. Loeffler with an inset of her last
commanding officer, Captain Charles D. Sigsbee, USN. This print was published as a
memento following the ship's loss on February 15, 1898.

was sent to the White House—only a short time
after its reception in Florida. The result of the rap-
id transmission of this intelligence was a decision
for a naval blockade of Santiago de Cuba. In addi-
tion, American war plans were changed to send
land forces to attack the port from behind, instead
of using them in the Havana region as originally

planned.

Thus, ironically, although the United States
had no official COMINT capability, “second-hand”
COMINT proved important in answering one of
the most critical questions of the war and deter-
mining the direction of the American campaign in

Cuba.?

The Spanish-American War in 1898 produced
many stirring patriotic images of military action,
and the war was won by the valor of the troops.
But, to careful observers, the war revealed pervasive
American military ineptitude and weakness. From
mobilization to transport to equipment to supply
to planning to intelligence, the United States had
done poorly. Some observers claimed that Spain
was probably the only European nation the United
States could have whipped.

Much of the failure could be attributed to poor
top-level organization. The War Department was
divided between the secretary, with hidebound,
civilian-controlled bureaus responsible for support
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activities subordinate to him, and the command-
ing general of the army, who controlled troops and
issued operational orders. The two halves of the
department did not coordinate with each other;
there was no formal organization for short- or long-
term planning on either side of the department.

The United States had no intelligence organi-
zation in the modern sense and little idea what to
do with one. While some attempt had been made
to collect and disseminate information for combat
operations in the Caribbean, the effort was largely
a failure. The author of a classic study of Ameri-
can intelligence commented: “Whether the primary
fault stemmed from a lack of suitable dissemination
procedures or an inability on the part of the indi-
vidual field commanders themselves to utilize the

information properly still remains a moot question.”

Because the United States had not fought a for-
eign war since 1848 and had not conducted war on
a large scale at all since 1865, its military had been
able to get along with an inefficient organization.
The army was small, parochial, and structured for
border or coastal defense and for suppressing Native
Americans. As a result of the Spanish-American
War, however, the United States had acquired for-
eign colonial possessions—the Philippines, Guam,
Puerto Rico—with the need to defend them; this
meant ineffective military organization could no
longer be tolerated.

The Origins of Modern
Military Intelligence

In 1903, following presidential-level studies
generated by the perceptions of poor performance in
the war against Spain, Congress approved a general
staff for the army, replacing the commanding gen-
eral with a chief of staff as the senior soldier in the
service. However, this reform did not create plan-
ning or intelligence functions, and, as it turned out,
the general staff spent much of its time on admin-
istrative matters that should have been settled at
lower levels.

About the same time, however, the army cre-
ated the War College to develop military education,
disseminate military data, and coordinate military
administration. Despite its name, military educa-
tion was only one function of the War College and
not the principal one at that. The college was given
responsibility for undertaking a number of planning
functions on behalf of the general staff.

Although these reforms represented progress,
effective military reorganization and strengthening
of the general staff did not occur until the eve of
World War 1. Real reform was prompted only by
a second failure and a serious threat: shortcomings
revealed in mobilizations along the Mexican border
and the threat of involvement in the Great War in
Europe.

The US Army had little use for military intel-
ligence as a discipline. Although the Military Infor-
mation Division (MID) had been founded in 1885,
subordinate to the Adjutant General’s Office, it was
small, passive in character, and usually shunned by
career-minded officers. If thought of at all by offi-
cers, intelligence likely meant scouting or reports
sent from overseas by the newly created group of
military attachés.

Most data came from open sources. In one
example, when asked by a newly assigned command-
er in the Philippines for information on the islands
to support military operations, MID forwarded an
article copied from Encyclopedia Britannica.

Since the War College was only secondarily an
educational institution and had diverse responsi-
bilities for military planning and staff functions, it
made sense to assign the MID to it. Secrecy was not
part of its initial fabric. In 1907, the War College
president asked the chief of staff to subordinate MI
to the college so that faculty and students could have
access to its files.

The army chief of staff, General Franklin Bell,
who disliked the idea of military intelligence on
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principle, designated the War College as G-2; he
divided it into the War College Section and Mili-
tary Information Section.

For most of the next decade, army intelligence
activities were carried on as the MI Branch of the
War College. Its correspondence was headed “War
College Division.” Despite ostensible intelligence
functions, it shared responsibility for such gen-
eral staff activities as planning, monitoring mili-
tia affairs, history, and legislative affairs. In fact, a
statement by its chief in 1915 indicated that “cur-
rent General Staff work” was its primary focus.

In 1915, Major Ralph Van Deman was trans-
ferred to the general staff. As Captain Van Deman,
he had been assigned to the mapping section of
MID before the 1898 war and subsequently had
created a tactical military intelligence organization
to support combat operations in the Philippines.
He gained a reputation as being effective in running
intelligence operations.

Although assigned to administrative duties,
Van Deman retained an interest in intelligence
and in 1916 petitioned Chief of Staff Hugh Scott
to create a permanent army intelligence organiza-
tion along European lines. Scott turned the pro-
posal down, but somehow word of it was leaked to
the army’s civilian leadership. In early May 1917,
Secretary of War Newton Baker issued an order
creating the Military Intelligence Division; its
chief was Lieutenant Colonel Ralph Van Deman.

It should be noted that in those early days US
military personnel referred to “military informa-
tion.” However, the word “intelligence” increasingly

replaced the phrase as the United States came under
British influence in World War I.

Modern American Cryptanalysis

Before the twentieth century the US military
had engaged in cryptanalysis as a sustained activ-
ity only in times of conflict, notably the American
Civil War. In the latter half of the nineteenth cen-

Ralph Van Deman, the major figure in the
establishment of modern military intelligence

tury, the army had not trained personnel in the skill
nor engaged in intercepting foreign communica-
tions. There were no organizations established to do
cryptanalysis anywhere in the government.

(Until after World War I, when William Fried-
man coined the term cryptanalysis, the process of
solving an encrypted message was called zransiation.
This chapter will simply use cryptanalysis to avoid
confusion.)

As will be described in more detail in a compan-
ion chapter, the US Army undertook active steps to
acquire Mexican communications and cryptograph-
ic materials.

Because the medium of wireless radio was so
new, one major activity for US Army signal units was
research into radio technology. As the same types of
radios were used for the military’s own communica-
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Colonel Parker HItt, cryptologic pioneer

tions and for intercept, the Signal Corps required
detailed reports about both functions from all radio
units on the component equipment used, how and
where it was placed, and the results. Since radio was
strictly an official business in most countries, there
was no central listing of stations, so army signalers
also had to compile reference logs of broadcasting
stations.

There were no professional cryptanalysts in
the military. In fact, those who engaged in it, either
from within the military or civilian volunteers, were
autodidacts. They lagged well behind European
military officers in their understanding of crypto-
logic developments.

In the beginning, some cryptanalysis was done
by Colonel Parker Hitt, some was farmed out. Gen-

evieve Hitt, fascinated by her husband’s study of
codes, learned cryptanalysis also and solved some
messages for the army.

A Shark on Ciphers

Parker Hitt had been born in Indianapolis on
August 27, 1878. He studied civil engineering at
Purdue University. As the crisis with Spain grew, he
joined the army and served as an enlisted man from
July 1898 to May 1899; he was commissioned on
September 1, 1899.

As an officer he served two tours in the Philip-
pines between 1900 and 1906. During that time he
was peripherally involved in the acquisition of an
encrypted message that allowed the US military to
pinpoint the headquarters of Emiliano Aguinaldo,
leader of the Philippine resistance. He later wrote an
article on this incident, but it is unclear what impres-
sion the action made on him at the time. Given his
later interest in cryptology, one can speculate that this
incident taught Hitt the importance of cryptanalysis.

As a weapons officer in the infantry, he was
assigned to Fort Sam Houston, Texas, after his return
from the Philippines. It is not clear how, but during
this time he developed an interest in cryptology.

He applied for and received a temporary
assignment to the Army Service Schools in Fort
Leavenworth, Kansas, in 1911. In the Signal Corps
School, he saw the need for and got approval to
compose a manual on cryptology for the army.
He had some ability to read French and Spanish,
which would abet his work on the manual. From
1912 he served as chief instructor in the Army Sig-

nal School and from time to time as acting director
of the school.*

Lieutenant Colonel Samuel Rebar, acting chief
of the US Army Signal Corps, sent Hitt some Mex-
ican messages that the army had acquired. The mes-
sages had been transmitted to New York from Pan-
cho Villa’s agent in Ciudad Judrez a few days after
the Mexican faction leader had captured the city.
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Rebar said he was sending them because he knew
Hitt was a “shark” on ciphers.’

In preparing his manual on cryptologic work,
Hitt took European texts as one model for his opus.
In January 1915 Hitt, in a letter, noted familiarity
with a Belgian text on cryptology entitled Ezude sur
la Cryptographie,which appeared in Revue de I'’Armée
Belge; the War College Library had a copy. Hitt told
Rebar that he hoped to finish the pamphlet before
he departed the signal school.®

In mid-February 1915, with a month left on his
temporary assignment to the Army Signal Corps
at Fort Leavenworth, Hitt asked the director of
the Army Signal School to forward to him cop-
ies of any enciphered messages in his possession.
Hitt explained that he was preparing a pamphlet
on ciphers in English and Spanish, and he believed
the Army Signal School had a number of enci-
phered Mexican messages that had passed through
the Vera Cruz cable office. Hitt noted that he was
not interested in the content of the messages but
merely wanted to have examples of different types
of ciphers and to show how they could be solved.”

The director of the Army Signal School, Major
Leonard Wildman, endorsed this request in a memo
to the chief signal officer of the army. He called Hitt
the “best cipher expert” in the army, with “the pos-
sible exception of Lt. Maubourgne,” and advised tak-
ing advantage of Hitt’s knowledge, particularly so the
Army Signal School could lay a foundation for future
cipher experts that might be needed in time of war.®

The acting commander of the Signal Corps
endorsed Hitt’s request and asked that the adjutant
general of the army send the material on, “under
such seal of secrecy as may be desired.” The adjutant
general replied that the Mexican ciphers requested
by Captain Hitt were not in the records of the gen-
eral staff.”’

The War College Division acknowledged the
request for copies of Mexican secret codes but said

it was not in possession of any. However, officials
believed such materials were held by the Secret Ser-
vice and the Department of Justice, so the War Col-
lege Division sent them a memorandum asking for
copies."

Eventually Hitt, by then teaching in the mus-
ketry school at Fort Sill, Oklahoma, did receive
ciphers from Lieutenant Colonel Rebar in Wash-
ington. He found, however, that these same cipher
messages were also held by the Second Division.'

Hitt’s work, not only in cryptanalysis but in
cryptography, was acknowledged in practice. An
aide to the chief of the Signal Corps wrote Hitt in
August 1915: “I am directed by the Chief Signal
Officer of the Army to acknowledge with thanks a
cipher system for use in the preamble, address, and
signature in military radio messages devised by you.
This system has been tested with good results by
Field Company A, Signal Corps, and the card and
instructions covering it are in course of preparation

for issue to the Signal Corps at large.””

As intercepts became a larger part of the nation-
al intelligence effort, the MID in Washington made
increasing use of Parker Hitt’s skills. For example, on
April 21,1917, Van Deman forwarded an encrypted
message to Hitt and asked to have the “translation”
as soon as practicable. Hitt sent the decrypt on the
26th. The Mexican message referred to a radio oper-

ating near the Arizona border.™

Hitt received encrypted messages from many
disparate sources. A Signal Corps officer from Ken-
tucky, who had collected a message while deployed
along the Mexican border, sent it to Hitt from
home. Hitt returned it with the explanation that it
was too short to solve at that time, but he would
keep it on file against the time when it might be
decipherable.”

Units deployed along the border often sent
intercepts directly to Hitt. In 1916 and 1917, offi-
cers in the 19th Infantry and 12th Cavalry did so.In
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one case a captain in the 12th reported that a solu-
tion based on Hitt’s principles, presumably from the
manual Hitt had authored, had already been tried

but without success. The captain promised Hitt the
credit would be his should it be solved.'®

The subjects contained in the intercepted
messages are no longer known but were not nec-
essarily military. For example, Hitt sent a solu-
tion of two out of three messages believed to be
in a new cipher used by the Mexican consulate
system. In another instance, the encrypted text
sent to Hitt was from the Mexican ambassador in
Washington to the Mexican consulate in Nogales,
Arizona."

Details are not well known, but Hitt’s wife,
Genevieve, also developed an interest and expertise
in cryptanalysis—and intercepts were sent directly
to her for solution. The amount of work she did
is unknown, but four examples have survived. In
August 1917 an intercepted radiogram sent from
San Francisco to Santa Rosalia was forwarded to
Mrs. Parker Hitt."® An encrypted message was sent
from Sergeant Clark, operator in charge, Browns-
ville, Texas, to Mrs. Parker Hitt, Fort Sam Hous-
ton, in September 1917.7 A corporal at Fort Brown
sent an encrypted telegram to Mrs. Parker Hitt at
Fort Sam Houston in October.?’ In the last extant
example, in September 1918 the departmental engi-
neer of the army’s Southern Department forwarded
a transposition cipher to Mrs. G. Y. Hitt.?' (She
was officially appointed to perform the Southern
Department’s code work in April 1918.)

Early in his endeavors, Hitt had expressed sur-
prise to Lieutenant Colonel Rebar that Mexican
agents used quite simple ciphers, particularly trans-
position ciphers.?

In March 1917, about two years after the let-
ter quoted above, Hitt informed Rebar that he and
Mrs. Hitt had “done a fair amount of work on [a
particular message] and we think we begin to see

10

the system behind it,” but it had not been solved.
The problem was that cryptanalysis was not his
regular duty. Hitt said he was “fairly swamped”
with cipher work, but it was done in addition to his
regular duty as company commander and instruc-
tor in the army’s weaponry school. He said that
cipher work required a person’s full attention, but
he was teaching machine guns to a class of 150
noncommissioned officers from the army at large,
using intensive methods, “which have little consid-
eration for the instructed and none whatever for

the instructors.”®

Later, Hitt served as chief signal officer for the
First Army in the American Expeditionary Force
(AEF); his commanding officer, Brigadier General
Hugh Drum, recommended him for promotion in
his efficiency report.** However, Hitt never achieved
general officer rank. In World War I, he often served
as a consultant on cryptologic matters. He was

recalled to duty in 1940.

The Creation of a Professional
Organization

Up through at least mid-1917, still lacking pro-
fessional cryptanalysts in government employ, Mili-
tary Intelligence in Washington served as a hub, or
a clearinghouse, for encrypted messages. Encrypt-
ed intercept was sent by Van Deman—or on his
behalf—to a stable of part-time cryptanalysts for
solution. This included both Mexican and German
encrypted cables.

Military Intelligence made arrangements with
Riverbank Laboratories, a private think tank near
Chicago that had a cryptologic section, to perform
cryptanalysis on selected messages. Messages also
were worked by a talented amateur, Dr. John Manly,
chairman of the English Department at the Univer-
sity of Chicago.

Van Deman tried to achieve better cooperation
within his network of cryptanalytic talent. In May
he relayed to Hitt an invitation from Fabyan to visit
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Riverbank Laboratories. Hitt replied that he could
not accept due to the pressure of classes in which he
was teaching machine guns at the Fort Sill School
of Musketry in addition to after-hours cryptologic
work.”

In early April 1917, Van Deman sent duplicate
copies of a German encrypted message to Manly in
Chicago and Hitt in Kansas. He said that these were
of interest to the Department of Justice. He advised
them to keep the messages confidential and under
lock and key when not being studied.?

Van Deman forwarded information about a
German message that had been obtained in San
Francisco to Manly in Chicago. He noted that the
message also was being worked by Colonel Joseph
Mauborgne at Fort Leavenworth and Parker Hitt
at Fort Sill. Manly was given permission to contact
both of them about the message. Probably unaware
of the considerable interaction between the two,
Van Deman also referred Manly to a fellow Chica-
goan, George Fabyan, at 160 West Jackson Block,
who “seems to know a good deal about cipher
work.”” [This interaction and Riverbank’s cipher
work are discussed in “The Baconian Cipher”
chapter.]

In May, the State Department gave Van Deman
copies of messages that had passed between the Aus-
trian consul general in New York and the Austrian
minister in Mexico City. Van Deman sent duplicate
copies to Hitt, Fabyan, and Mauborgne, with the
thought that the messages were in code rather than
cipher.?®

Van Deman also asked to have Hitt detailed to
the general staff in Washington to work in the Mili-
tary Intelligence Section.?” However, Hitt was never
released from his duties teaching weaponry.

As late as August 1917, MI forwarded an
encrypted telegram—intercepted at Nogales—to
Fabyan in Chicago. Fabyan was asked to furnish a
copy of the deciphered message with the key and
keyword, if any. Presumably, Fabyan further delegat-

ed the task to William and Elizebeth Friedman, two
civilian cryptologists at Riverbank.*

As the army prepared to deploy troops overseas
for the great war in Europe, Riverbank Laboratories
endeavored to train selected members of the Army
Signal Corps in compiling cryptosystems for its own
use and solving those of others. The training was
conducted by the Friedmans. William was shortly to

accept a commission and leave for France to support
the AEF with his cryptanalytic skills.

Dr. Manly also accepted a commission and
worked in military intelligence for the duration of
the war.

These arrangements continued until June 1917,
when a smooth-talking code clerk from the State
Department with a flair for cryptanalysis met with
Van Deman and convinced him Military Intelli-
gence needed its own organic cryptanalytic service.
After further discussions, Van Deman agreed and
arranged a direct commission for the code clerk.

Thus, Herbert O. Yardley began his service a
month later. Although he had a number of distrac-
tions before he began assembling a staff and work-
ing messages, increasingly MI began to perform
cryptanalysis in-house.*! The designation MI-8 for
this organization became official in December 1917.

This series of steps put Yardley in charge of
MI-8, the nation’s first modern, sustained military
cryptanalytic organization.

It is hard not to view American military intel-
ligence in this period as a child taking its first steps.
The first efforts were shaky, but gradually the child
built up strength and confidence.

In more realistic terms, US military intelligence
emerged from its haphazard existence as it respond-
ed to perceived needs. The leadership did the best it
could to acquire expertise and, eventually, a modern
organization with committed personnel began to

develop.
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The Baconian Cipher

A Modern Theory
about an Elizabethan Cipher

The most dogged proponent of the theory was
a wealthy industrialist who manipulated people like
the commodities he traded on Chicago’s exchanges.
Its chief researcher was dismissed from an interna-
tional society for persisting in her errors about the
theory. A consultant from a major university called
the underlying theory a “delusion.”

Despite this, the pursuit of the solution to a his-
torical mystery produced three important figures in
US cryptology and thus indirectly changed modern

American history.
The mystery was the Bacon Biliteral Cipher.
The cipher itself was real. The problem with it

stemmed from preconceptions brought to it by his-
torians and literary scholars in later years.

Sir Francis Bacon described the features of the
Biliteral Cipher in his 1623 book De Augmentis
Scientiarium, which was based on a binary system
of letters. Using, for example, five-group combi-
nations of As and Bs, each letter of the alphabet
could be represented. Using letters as cipher char-
acters would allow for a secret message to be hidden
within a longer and seemingly innocuous text.!

Sir Francis Bacon, c. 1622, British School.
Dulwich Picture Gallery, London
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George Fabyan, Chicago industrialist and
proprietor of Riverbank Laboratories in
Geneva, lllinois

Bacon designed his cipher at a time when many
educated people used personal ciphers to protect
private correspondence.

Bacon’s lifetime was a “golden age” of English
literature and publishing, and thus was minutely
studied in later centuries. Because there are major
gaps in data about those years, however, students
of the period often were led to speculate about the
personalities, events, and writings. Speculation, or
sometimes the inability to separate surmises from
facts, led to misconceptions and arguments.
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A Modern Think Tank Considers
the Elizabethan Cipher

In the early “nineteen teens,” wealthy Chicago
businessman George Fabyan established a private
think tank, principally to make money through
applied research but also to indulge his desire to be
seen as a patron of scholarship. Riverbank Laborato-
ries was located on his spacious estate along the Fox
River in Geneva, Illinois. In addition to research,
from time to time Riverbank published scholarly
works under its own imprint.

Fabyan was progressive. As one example, his
estate included an old farmhouse he wanted as
his principal residence; from among a spectrum of
schools of architecture available in Chicago, Fabyan
had his house redesigned by the then-controversial

Frank Lloyd Wright.

Fabyan was an honorary colonel who liked to be
called by the rank although he had never served in
the military. At his estate, he wore a riding costume
but never was seen astride a horse. He was described
as “a large man, bearded, which was very unusual in
those days, not too well dressed, but with a dashing,
imperious manner.”

At Riverbank he hired scientists to pursue pure
research in several fields, including acoustics and
crop improvement. For the latter, in 1915 Fabyan
hired a graduate student from Cornell University’s
biology department: William F. Friedman. As an
inducement, Fabyan outfitted a genetics research
facility to Friedman’s specifications.

Fabyan ran Riverbank like a fiefdom. His
employees resided in cottages on the grounds and
took some of their meals in common. He often
opened their mail and interfered with their personal
lives, sometimes sending them into debt to buy the
clothes he wanted them to wear. Authors of books
published under the Riverbank imprint often did
not get proper credit. The pay, nevertheless, was
good and the research facilities first-class.



In some later promotion-
al material, the think tank
described itself—without
regard to proper grammar
or punctuation—this way:
“Riverbank Laboratories are
a group of serious, earnest,
researchers digging for facts.
It is supported by Colonel
Fabyan at his country home
in Geneva, for his own infor-
mation and amusement.”

Elizabeth Wells Gallup,
born in New York State in
1848, completed coursework
in modern languages and lit-
eratures at Michigan State

THE BACONIAN CIPHER

Normal College. She studied
briefly at the Sorbonne and
at the University of Marburg
but did not earn a degree at
either. She taught in public
schools in the Detroit area
and was a high school principal for six years.

After hours, her primary interest was Elizabe-
than literature. She recalled that Shakespeare’s plays
“gave me my greatest enjoyment.” Studying the First
Folio, however, she found what to her were strik-
ing differences in capital letters, then more subtle
distinctions in small letters, in italic type. When
no other explanation could be found, she equated
the differences in printing to the Biliteral Cipher
invented by Sir Francis Bacon in the early years of
the seventeenth century.*

She wrote a book on the subject which went
through two revisions and expansions. The book,
however, had only two effects, the first of which was
to get Mrs. Gallup dismissed from the International
Bacon Society in 1900 because of her strong state-
ments about her conclusions and the fact that she
could not prove them.

The home of George Fabyan along the Fox River adjacent to
Riverbank Laboratories, Geneva, lllinois

The second effect, however, was more far reach-
ing. Her book came to the attention of George Faby-
an. Fabyan, who saw this as an opportunity to earn a
reputation as a patron of scholarship by settling the
Baconian controversy about Shakespeare—and, possi-
bly, make a little money through publications and lec-
turing about the controversy—brought Mrs. Gallup to
Riverbank to conduct further research. Mrs. Gallup’s

sister, Miss Kate Wells, came along as a researcher.

Mrs. Gallup, who at the time she came to River-
bank had not worked on the manuscripts for about
ten years, argued that a message in the Biliteral
Cipher proving Bacon’s authorship had been inserted
in the original printing of Shakespeare’s works, the
First Folio. Her theory claimed that subtle differ-
ences in the typeface used in printing the First Folio
in 1623 constituted the As and Bs of Bacon’s cipher.

She planned to train researchers in her methods;
they would confirm her original assertions and go
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first in Bacon’s works and then in literary efforts by
other Elizabethan figures.®

To support Mrs. Gallup in her studies, Fabyan
hired several research assistants. Among them was
Elizebeth Smith, a young librarian originally from
Indiana, who was interviewed by personnel at the
Newberry Library in Chicago. She visited River-
bank and impressed the colonel, sassing him in their
initial interviews; he hired her as an assistant for the
project.

Although Riverbank felt restrictive to many, it
seems to have been liberating for the young librar-
ian. Smith, as she remembered it, enjoyed social
activities with many of the young men who had
been hired as scientific researchers at Riverbank.
She recalled dips in Fabyan’s Roman-style swim-
ming pool, bicycling over country roads, and riding
around in a Stutz Bearcat.

Smith may have been satisfied with Riverbank
but was less so with Mrs. Gallup. She perceived from
conversations that Mrs. Gallup, who told everyone
of her travels and visits with distinguished fami-
lies, had dealt principally with those who supported

early manuscripts for a possible code system in the
printing. Elizabeth Wells Gallup is seated at far left;  opposed them.®
her sister is next to her. Elizebeth Friedman is in the

her views, and had had little contact with any who

second row, center.

on to find ciphers hidden in other Elizabethan lit-
erature—she also believed Bacon had written many
other important works not attributed to him. These
assistants would examine key passages in the early
books and “mark” letters as A or B.

It should be noted that efforts at Riverbank
were not concentrated on proving the Baconian
authorship of Shakespeare’s plays. This was a side
issue, and, in its promotional material, Riverbank
described the controversy as “useless.” The River-
bank research sought to uncover the wide use of a
cryptographic system, with many hidden messages,
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Fabyan, taking his cue from Mrs. Gallup, found
to his own satisfaction that the letters on the title
page of the First Folio of Shakespeare could be
marked consistently, and that they produced “an
intelligent, signed statement” when done correct-
ly. He believed that, just as a young person could
be trained quickly in Morse code, people could be
trained to mark letters in the First Folio according
to the hidden meaning.

The Effort Widens

Despite this assertion, Fabyan was not confident
that Mrs. Gallup could do an accurate job in ana-
lyzing and marking typefaces after an interval of a
decade, so he consulted an authority on early Eng-
lish literature, Dr. John Matthew Manly of the Uni-



versity of Chicago. Fabyan did this despite the fact
that some professors at the Department of English
told him that Manly had already studied the ques-

tion and found nothing in it.

Manly had received his A.M. from Furman
University in 1883 and a Ph.D. from Harvard in
1890. It is not clear when he became interested in
cryptology as an avocation, but it complemented
and supported his academic studies of old English
manuscripts as well as studies in philology.

Manly was a man of strong will; certainly, as it
turned out, he was the equal of Fabyan. When, for
example, in 1898, as a young professor of English,
he was recruited for the new university at Chica-
go, he negotiated and held out until he was offered
the department’s chairmanship (he would serve in
that capacity until 1933). He was positive in telling
Fabyan that the notion of the Baconian cipher in
Shakespeare’s works was false.

Fabyan told Manly that he believed in the

Baconian cipher and would pursue it for “a year, two
»

years, or ten years,” whatever was necessary. If Manly

would not help, Fabyan declared his intention to get

the head of some other English department in the

United States or, failing that, to seek assistance from
foreign universities.

Manly visited Riverbank in the early fall of
1916 and informed Fabyan he was the wrong per-
son for the job, that the industrialist needed the
services of a typographer—a word that, surpris-
ingly, Fabyan had never heard. As a result, Fabyan
hired Mr. J. A. Powell, a professional printer, to
work at Riverbank.”

The typographer had little knowledge of Eliza-
bethan literature, as might be expected, and Fabyan
continued to pepper Manly with requests for infor-
mation. In November, for example, he asked the
straightforward question about who had first print-
ed and published Shakespeare,® something that one

might think was elementary to the entire pursuit.
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Dr. John Matthew Manly, chairman of the
English Department, University of Chicago

Fabyan and Powell also sought to establish the
“American Academy of Baconian Literature” to
serve as a clearinghouse for publications on the sub-
ject and to hold scholarly meetings. It is likely the
idea derived from Mrs. Gallup’s low standing with
the existing national Bacon Society; the new society
never actually functioned.

Powell apparently thought Manly’s attitude
toward him patronizing. He said as much in a let-
ter, suggesting the professor take the “commendably
scholarly attitude of the open-minded inquirer” and
examine proofs of the Riverbank assertions. Show-
ing himself as snarky as he believed Manly to be,
Powell invited Manly to give a children’s book on
ciphers to his son to see how quickly children could
learn to distinguish cipher characters and noted that
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finding the Biliteral Cipher might not be as difficult
as Manly presumed.” Manly, by the way, was a life-
long bachelor.

By February Powell was admitting mistakes to
Manly. The typographer said it had been an error to
use the First Folio to seek the Baconian cipher, since
the Folio’s printing was inferior to other books of
the time. He also admitted that using the First Folio
diverted attention from proving the cipher existed in
published works into questions of the authorship of
the Shakespearean dramas. Powell and Fabyan also
were beginning to believe a secret society, similar to
the Rosicrucians, if not them, had decorated early
books with secret symbols that would help uncover
the cipher.’ Fabyan seconded the notion of finding
a book that had nothing to do with either Bacon
or Shakespeare in order to demonstrate the cipher’s
widespread use.!

In order to simplify the task of marking the per-
ceived cipher text, Fabyan decided to have the man-
uscripts photographed and enlarged. Finding that
his geneticist also was a fine photographer, Fabyan
drafted William Friedman to do the work. Fried-
man, who was becoming interested in cryptology,
not to mention one of the cryptologic researchers,

readily complied.

Thrown together for the project, William Fried-
man and Elizebeth Smith fell in love, and they mar-
ried within a year.'?

During courtship and after their marriage, Wil-
liam began to take an interest in Elizebeth’s work
in cryptology. He shared Manly’s doubts about Mrs.
Gallup’s solutions and became friends with the Chi-
cago professor, a friendship that would continue for
decades. He began to develop his own expertise in
the subject of cryptology, the genesis of a lifelong

pursuit.

The assistants, including Elizebeth Smith,
marked and collated what they perceived as cipher
groups in the early texts and took them to Mrs. Gal-
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lup. The students usually would discover one or two
words, but Mrs. Gallup would find extensive pas-
sages of meaningful text. She would explain this
disparity by asserting that the students had failed to
note small differences such as dots or accent marks
in the printed material.”®

To help settle manuscript questions, perhaps to
relieve the pressure he was feeling from Riverbank,
Manly forwarded a number of Fabyans questions
about the printing and publishing of the First Folio
to a contact of his at the British Museum. The bill
for research time would be paid by Fabyan.'* In a
tollow-up letter to Alfred Pollard, assistant keeper
of printed books, Manly admitted that he had dis-
believed in the cipher before his relationship with
Fabyan began, and nothing he had seen of River-
bank’s research had convinced him otherwise. How-
ever, he said, Fabyan continued to believe, and “if we
can convince him of the error of his ways, I think we
shall put an end to what is now the most active form

of the Baconian delusion.””

Throughout their relationship, Fabyan sought
to draw Manly closer by dangling access to first
editions in front of him. Fabyan purchased quite a
number of rare books for the project and used them
in unconventional ways, as he did many of his pos-
sessions. According to a local story, a neighbor’s
child shocked her teacher in Geneva by taking an
original First Folio to school for “show and tell” on
Shakespeare. In March 1917, for example, Fabyan
wrote Manly, “We have some corking books for
you just as soon as you are ready for them. Among
them is another edition of Trithemius.”*® The “cork-
ing” Polygraphia by Trithemius was the first book on
codes published in Europe, dating from 1517.

Whatever his involvement with cryptology
before getting drawn into the Riverbank project, by
1917 Manly was reading, possibly rereading, basic
texts on the subject. This included some of the rare
books available through Fabyan but also more mod-
ern texts procured through book dealers."’



In some moments, Fabyan showed his need of
recourse to a recognized authority. In a March 1917
letter to Manly, he expressed his desire to prove
exhaustively, “leaving no loopholes,” that the biliter-
al cipher theory was correct. “Damn it,” he exploded,
“I can get all the people I want to make an affadavit
[sic] in regard to some phases of the cipher,” but if
the work was not performed to recognizable stan-

dards, the affidavits “are not worth a damn.”*®

Fabyan also tried to get Manly to write a gener-
al history of ciphers that Riverbank could publish.
He told Manly the existence of such a book was
a necessary precursor to public acceptance of the
Biliteral Cipher. Fabyan was afraid “some aenemic
[sic] professor in the scholarly world [would] write
a half-thought paper” that would take the edge off
a worthwhile volume by Manly. In response, Manly
said his study of ciphers would continue, but he
was “entirely unwilling” to write a book on the
subject.”

In that letter, Manly also expressed a thought
that would lead him to important contributions to
the coming US war effort. “I wonder,” he wrote, “if it
is possible to get at any information as to the forms
of cipher used in recent years by governments and
their agents.” He admitted this had no connection
to the Biliteral Cipher, but it greatly interested him.
Manly mentioned the recent episode of the Zim-
mermann telegram as an instance where a govern-
ment cipher had been solved.”

Fabyan responded tepidly that he would try to
get Manly a book on the subject.

Manly, however, acting on his curiosity,
exchanged letters with Major Ralph Van Deman, the
staff officer responsible for America’s nascent mili-
tary intelligence effort. In late March, Van Deman
sent Manly a package with examples of fourteen
coded messages.?! Van Deman followed this up with
the loan of a number of books on ciphers; he also put
Manly in touch with Captain Parker Hitt, at Fort
Sill, Oklahoma, and Captain Joseph Mauborgne
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at the Army Service Schools in Fort Leavenworth,
part-time cryptanalysts for the army.*

Eventually, needing cryptanalytic support
for current events, Van Deman from early 1917
arranged to send Manly encrypted intercepts for
analysis. Manly had success against ciphers but not
against those in code.?

Alfred Pollard, from the British Museum, in June
1917 submitted his report on the early manuscripts.
He noted that “A cipher might be constructed with
the variants, but if anyone goes a hunting for it he
must go to work scientifically, and if he goes to work
scientifically, I'd give heavy odds against his finding
it.”?* In his report Pollard granted that a cipher mes-
sage indeed could have been hidden in the fonts of a
book during Elizabethan times. However, he found
none and questioned why anyone would want to
construct such a cipher.”

The British report apparently left the propo-
nents unfazed at Riverbank. First, Fabyan, true to
form, noted that Pollard’s conclusions did not jibe
with Powell’s and hoped that “it will be consistent
to show Mr. Pollard the error of his conclusions, and

have him consider the matter further....”?

Next, disregarding the report from London,
Powell applied to a local university to present a slide
show on the Biliteral Cipher, cheekily citing Manly
as a character reference. Manly told both the lec-
ture coordinator and Powell that he disagreed with
Riverbank’s conclusions, but his belief in freedom of
speech led him to support the public appearance.?’

The Great War

The early phase of the investigation into the
Biliteral Cipher began to wind down as the United
States became involved in the Great War in Europe.
Fabyan in June conceded to Manly that “events are
moving in such a way today as to leave no room for
the study of antique ciphers”; however, he said, “we
are pounding away doing the best we can from day
» 28

to day.
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Elizebeth and William Friedman during his military

service in World War |

In fact, Manly had volunteered his full-time
services to Van Deman in March and was in uni-
form by October.”” Van Deman wanted a crypto-
logic expert in his organization and arranged to have
Parker Hitt detailed to military intelligence (IMI) for
the war. However, after arriving in Washington, Hitt
encountered General Pershing, who knew Hitt’s
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abilities as a staff officer; Hitt went to France instead
of MI. Consequently, Van Deman offered Manly a
commission as a captain. Manly then arranged with
the university administration for a leave of absence
to support the nation’s war effort.*

Finally, before he went into military service,
Manly let Riverbank know what he really thought.
Manly told Powell bluntly in a letter that “[t]he
last visit I made to Riverbank indicated very clearly
that the process of assignment [of letter values in a
supposed printed cipher] is always a tentative one
which depends for its success not upon the possibil-
ity of clearly recognizing the classification of letters
independently of what they are expected to spell but
upon repeated trial classifications directed to mak-
ing them spell intelligibly.” That is, he charged, Riv-

erbank was cheating.’!

Manly served in MI-8 of the Military Intelli-
gence Division during the Great War, and he briefly
became the section’s chief when its first chief, Her-
bert Yardley, was given an overseas assignment. He
solved an important cipher message that resulted
in the capture of a German spy, although others
received public credit for it.*> Manly and Yardley
produced a history of the MI-8 effort, and the direc-
tor of Military Intelligence, after the war, gave Man-
ly equal credit with Yardley for building up MI-8.%
Although he kept a reserve commission in military
intelligence, Manly never again engaged in official
cryptanalysis.**

In the period before World War I, the United
States began for the first time in the modern era
to engage in communications intelligence. With
an effort directed primarily at Mexico, secondarily
toward Germany, American intelligence was good
at intercept of cables and radio messages but had no
official cryptanalytic personnel. Learning this, Faby-
an placed his private cryptologic capabilities at the
disposal of his country and assisted the government
in cryptanalysis. He also volunteered the Friedmans,
who had developed some expertise in cryptology,



to train Army Signal Corps personnel in codes and
ciphers.

Elizebeth Friedman felt they were pioneers.
Examinations of literary codes and ciphers had
given them a generic understanding of cryptology,
but this was not adequate preparation for military
work. “We therefore became the learners or stu-
dents,” she recalled, “the teachers and the workers

all at once.”®

Within a year, however, William Friedman
passed the required tests, was commissioned, and
in May 1918 was assigned to the military intel-
ligence component supporting the American
Expeditionary Forces in France. His commis-
sion had been held up for almost a year due to
Fabyan’s conniving; Fabyan had wanted to retain
some control over American codebreaking, and,
to use Friedman as bait, he had intercepted and
withheld official mail to Friedman concerning his
commission.

Elizebeth Friedman, though convinced of
Mrs. Gallup’s sincerity about the Biliteral Cipher,
believed her wrong and did not feel she could con-
tinue to work at Riverbank in those circumstances.
In addition, her father, in ill health, needed her at
home. She left Riverbank and spent the year of her
husband’s military service in her hometown, Hun-
tington, Indiana.

Looking back at the camaraderie with a nostal-
gia that affected many ex-soldiers, Manly wrote in
1919, “My association with the officers of M.I.D.
and particularly the opportunity to work with you
[General Marlborough Churchill] and Colonel Van
Deman in such an organization as you created, is
one of the incidents in my life upon which I set the

highest value.”*

After the War

The Friedmans, upon William’s return from
France, discussed their plans for peacetime. William
decided to look for a position in industry and actu-
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ally interviewed several places as a geneticist. Faby-
an, however, wanted them back and made promises
that they could conduct a less partisan examination
of the Baconian ciphers; he also dangled money in
front of them, telling William he had continued his
salary during Friedman’s military service. The Fried-
mans also demanded the right to live off Riverbank
premises so Fabyan could no longer interfere in their
private lives.*’

When Fabyan agreed to all these conditions,
the Friedmans returned to Riverbank in May
1919.% However, despite his promises, Fabyan
continued to pursue the Baconian cipher in accor-
dance with Mrs. Gallup’s methods. He also ignored
or forgot what he had said about Friedman’s back
salary.

Particularly galling to William was Fabyan’s
insistence that Friedman accompany him to lectures
on the Biliteral Cipher and run the “lantern” for
his slide show. In the course of these presentations,
Fabyan would tell about Friedman’s cryptologic ser-
vice during the war and use this to lend authority to
the Riverbank version of the Baconian theory. Fried-
man told Manly in retrospect that he had always
had doubts about the biliteral theory and resented
the way Fabyan manipulated him. However, Fried-
man, again economically dependent on Fabyan, was
unwilling to risk Fabyan’s wrath by challenging him
on the matter and had to put up with that kind of
treatment.”

The army came to Friedman’s rescue. He was
asked first to accept a commission in the Signal
Corps, then the offer was changed to a civilian con-
tract; Friedman accepted a position as consultant
on compiling codes for army use. The Friedmans
delayed informing Fabyan until a few days before
their departure from Illinois so that he could do
nothing about it. Friedman—gently—told Fabyan
off about the Baconian cipher when he handed in
his resignation; he would not accuse Mrs. Gallup of
“conscious fraud” but told Fabyan he would never
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succeed in his endeavor until he found scholars other
than Mrs. Gallup who could discover a cipher sys-

tem in the old books.*

The couple left during the Christmas holidays
of 1920 and began work in Washington on January
2. Fabyan, as Elizebeth remembered it, accepted the
departure “not in a very gracious manner.”*

Both Friedmans worked for the army for a
year. William continued on contract through the
1920s, while Elizebeth took a position with the
navy, which was short-lived due to her pregnancy
with the couple’s first child. In the late 1920s she
went to the Treasury Department as a cryptana-
lyst. In 1930 William was called on to establish
the Signals Intelligence Service, a generic cryp-
tologic organization for the army. Arguably, more
than anyone, he put US cryptology on a scientific
basis and prepared the army organization and per-
sonnel for the efforts needed in the Second World
War.

Friedman and Manly corresponded throughout
the 1920s. The professor in Chicago wrote a series
of articles about historical cryptology and appreci-
ated Friedman’s willingness to get copies of docu-
ments for him at the Library of Congress. In the
1920s, as part of his effort to reform the army’s
cryptologic practice, Friedman sought to regularize
the vocabulary of cryptology and had to coin a few
terms himself; since he respected Manly’s expertise
both in philology and cryptology, Friedman sent his
draft vocabulary list to Chicago for Manly’s approval
before promulgating it.

Elizabeth Wells Gallup passed away in 1934.
Colonel George Fabyan died two years later.

John Manly and a sometime colleague at the
University of Chicago, Edith Rickert, completed and
published an eight-volume edition of Chaucer in
1940, considered the definitive edition of Chaucer’s
works. She died about a year before its publication,
he just after, in April of that year.
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In 1957, after both Friedmans had retired, they
came full circle and published a book entitled 7%e
Shakespearean Ciphers Examined. In it, they demolish
the concept of a cipher in the first folio.

William Friedman retired from government ser-
vice in 1955 and passed away in 1969. Elizebeth died
in 1980.

Conclusions

In their book on the Shakespearean ciphers, the
Friedmans acknowledged that they were making
critical remarks about Colonel George Fabyan but
noted that, despite them, they would “acknowledge
with gratitude our debt to him for introducing us to
Elizabeth Wells Gallup, whose work on the question
of Shakespearean authorship aroused our life-long

interest in the subject.”*?

George Fabyan was obsessed with the Biliteral
Cipher. He found, however, that methods he used
in business—huge investments of money, bullying
employees, and “booming” success—were of little
avail in academic literary studies.

In Manly, Fabyan found a person he could not
manipulate. Manly had his own high status and was
not dependent on Fabyan for either his income or
“psychic rewards.” This was not the case with the
Friedmans, at least until the government offered

them jobs after World War I.

It is not clear what motivated Manly to continue
working for such a long time with an unscholarly
and demanding person like Fabyan. It is possible he
enjoyed the intellectual challenge of the puzzle. It is
more likely he saw an opportunity to keep apprised
of progress on a potential source of academic trouble,
along with the opportunity to refute and thus end it.

The government’s poor state of military readi-
ness in the decade before World War I was reflected
in the state of affairs in the Military Intelligence
Division. Although Major Ralph Van Deman had

made considerable progress in establishing an intel-



ligence capability, he had no resources in cryptology.
This forced the army to “outsource” its cryptanalytic
work to talented and unofficial amateurs, such as
Manly or the Riverbank staff.

Inadvertently, the work on the Biliteral Cipher,
together with the background research in crypto-
logy done by Manly and the Friedmans, had prepared
them for important service to their country in time
of war.
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The “Hindu Conspiracy” Trials

Introduction

The two Hindu conspiracy trials of 1917-
1918 are remembered in different ways by different
groups.

Immigrants from India, even today, view them as a
betrayal of the ideals of justice and tolerance espoused
by the United States. They see the trials as instances in
which the United States served as a tool of the British
Empire against a people struggling for liberation.

Some military historians filter them through the
perspective of World War I, as an early example of
US-British cooperation against the common enemy,
Germany.

Devotees of sensationalism remember them for
the gunplay that occurred near the conclusion of the
second trial.

For historians of intelligence, the cases shed
light on the development of US intelligence agen-
cies and cryptology, in general. In the background
is a good deal of US-British cooperation in cryp-
tologic matters, a much more extensive relationship
than generally assumed.

For American cryptologists, the trial marked
the public debut of William Friedman, the most
influential US cryptologist of the twentieth century.

The story also involves the other Zimmermann
telegrams.

The International Background

Although the waves of immigrants who came
to the United States in the late nineteenth and early
twentieth centuries were primarily from Eastern
Europe, there were enough immigrants from India
to form several expatriate colonies. Located primar-
ily on the West Coast, in the twentieth century there
were among them an increasing number of activists
who strove to liberate India from British rule.

To many Americans of the time, these immi-
grants were known as “East Indians” or simply as
“Hindus,” without regard to their actual ethnicity,
religion, or place of origin in South Asia.

Advocates of Indian liberation organized soci-
eties in the United States to raise the conscious-
ness of their fellow countrymen and distributed
anti-British propaganda; organizers in California
became known as the Ghadr party. As was common
with many expatriate groups, there was considerable
internal factionalism, as members debated options
for action.

After 1915 Great Britain asked the United
States to suppress the activities of Indian revolu-
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tionaries on American territory, but the Department
of Justice declined to do so. The Indians’ activities
had not violated American law.

The British government, anxious to protect “the
crown jewel” of the empire—British India encom-
passed today’s nations of India, Pakistan, Bangla-
desh, and Myanmar—could do little more than keep
watch on the activists and wait.

After the Great War began in August 1914,
struggles between Germany and Great Britain
occurred also in the United States, as both sought
to influence American policy and actions. Brit-
ish efforts were largely confined to propaganda; as
much as possible, the British portrayed Germany as
a nation of barbarians, with an army that committed
atrocities in occupied areas of Western Europe.

Although there were many German cultural
communities across the United States, the policy of
the US government seemed to tilt in favor of the
British. Understanding this, the Germans, in addi-
tion to propaganda, conducted espionage and occa-
sional sabotage along the East Coast. The most
famous of these overt acts occurred on July 30,1916,
when German agents blew up a munitions depot
and railroad yard in New York Harbor—the Black
Tom explosion.

The Germans secretly conspired with some of
the Indians residing in the United States, as they
also conspired with Irish liberationists. The Indians
saw the Germans as a source of badly needed sup-
port for their struggle to liberate their homeland.
The Germans hoped to take advantage of the move-
ment to stir up revolt in India.

As Franz von Papen, German military attaché
in Washington, who was heavily involved in espio-
nage and subversion in the United States, recalled,
“We did not go so far as to suppose that there was
any hope of India achieving her independence
through our assistance, but if there was any chance
of fomenting local disorders, we felt it might lim-
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it the number of Indian troops who could be sent
to France and other theaters of war.” Disorder or
revolt might even force Great Britain to withdraw
troops from European battlegrounds to protect its
important colony.

This German-Indian conspiracy gave Britain its
chance to suppress the liberation activities on US
soil.

When it developed intelligence information
that Indian nationalists on American soil had
accepted financial aid from Germany for trans-
porting arms overseas, the British government
had a tool to prompt the United States to take
official action. The US neutrality law forbade var-
ious types of military action within its territory
against a nation with which the United States was
at peace.

Starting with seizures of documents and then
police interrogations, the US government learned
that Germany had been paying travel expenses for
Indians considered revolutionaries and paid for the
printing of anti-UK tracts.

The legal concept of conspiracy required only
that the government prove that two or more people
had discussed an illegal act and one of them had
taken a positive step to carry it out.

The German-Indian plotting had been discov-
ered by British intelligence, and much of the US
federal case against the “conspirators” was fed by
British intelligence working behind the scenes.

British Intelligence

In August 1914, in the British Navy, Rear Admi-
ral H. F. Oliver was appointed director of the intel-
ligence division of the naval staff. During the pro-
cess of building his staff, Oliver met an old friend,
the director of naval education, Sir Alfred Ewing.
Oliver knew Ewing had an interest in cryptology
and broached the idea of having Ewing establish a

codebreaking organization. Ewing agreed, under the



misimpression that the coming war would be short

and he would be able to handle both jobs.

Ewing initially hired “Masters”: teachers at the
naval colleges at Osborne and Dartmouth who were
proficient in German. Room 40 was on the first floor

(US second floor) of the Old Admiralty Building.

In October 1914, Captain William Reginald
Hall (Iater Admiral Hall) was named director of the
intelligence division of the Royal Navy. Although
known as Reggie to his friends, Captain Hall was
called “Blinker” by the rest of the navy, from a ner-
vous tic he had. Hall had had a distinguished naval
career, but by mid-1914, his health had worsened,
and he asked to be relieved of active command.

Hall greatly impressed at least one of his Amer-
ican contacts. The US ambassador, Dr. Walter Page,
described Captain Hall as a “genius.” Page gushed: “I
shall never meet another man like him.... Hall can
look through you and see the very muscular move-
ments of your immortal soul while he is talking to
you. Such eyes as the man has! My Lord!”

Officially the intelligence division, the code-
breaking organization, became better known then
and now by a nickname based on its location: it
was called “Room 40” or “Room 40 OB” [old build-
ing]. Among the staff recruited for Room 40 were
government officials as well as schoolmasters and
students, including R. D. Norton, a former mem-
ber of the Foreign Office; Charles Godfrey, a school
headmaster; and Alastair Denniston, a teacher of
German. Many of them were neophytes, but they
learned quickly and developed into a truly profes-
sional staft.?

US Intelligence

With the beginning of the Great War in Europe,
officials in the Department of State attempted to
bring together the few secret agencies of the gov-
ernment but succeeded only in setting off turf bat-
tles among them. This effort, though it failed in its
objectives, did result, eventually, in better circula-
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Leland Harrison, head of the Bureau of Secret
Intelligence in the State Department, 1915.
Library of Congress

tion of information among departments, although
nothing like coordination emerged. The concept of
a central government agency for intelligence was a
couple of generations away.

The US Army and Navy had had intelligence
organizations since the 1880s—the Office of
Naval Intelligence had been established in March
1882 and the Military Information Division in
October 1885—but they served primarily depart-
mental interests. They served as repositories of
military and naval data, but did not do analytic
studies, undercover operations, or communica-
tions intelligence.?

At that time, the Department of State had no
organic intelligence organization, although it had
on occasion borrowed operatives from the Treasury
Department’s Secret Service for specific tasks.

In April 1916, the State Department organized
a secret intelligence bureau under the direction of
Leland Harrison, a career diplomat.* Harrison had
been educated at Eton and Harvard. Before his
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assignment at the State Department, he had been sec-
ond secretary in London and first secretary in Chile.

Herbert O. Yardley’ worked with him a few
years later and described Harrison (without nam-
ing him) in The American Black Chamber: “He was
positively the most mysterious and secretive man I
have ever known in my sixteen years of experience
with the United States government. Although I
dealt personally with him for several years, I know
less about the man now than I did the first day I saw
him. He was almost a human sphinx and when he
did talk his voice was so low that I had to strain my
ears to catch the words.”

The Bureau of Secret Intelligence was some-
what independent, although nominally subordinate
to the Division of Information, one of the stand-
ing divisions of the State Department. The Bureau
was relatively small and frequently had to depend on
assistance from the secret services of other cabinet
departments.

Riverbank and the Friedmans

George Fabyan, a wealthy Chicago industrialist,
had set up a private “think tank,” Riverbank Labo-
ratories, near his home in Geneva, a bucolic town a
short distance west of Chicago. He pursued scientif-
ic research that he expected would make money for
him, particularly in agriculture and acoustics. But he
also sponsored research in other areas that he hoped
would win him prestige as a patron of scholarship.

In June 1915, as part of his plan to estab-
lish a research facility in genetics, Fabyan inter-
viewed a graduate student from Cornell Univer-
sity. Impressed, he hired William F. Friedman and,
as an employment inducement, built a laboratory
to Friedman’s specifications. The young geneticist
completed a teaching assignment at Cornell and

joined Riverbank in September 1917.7

Riverbank Laboratories also had a research
area devoted to Elizabethan-era literary codes; this
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endeavor employed a number of young ladies with
college educations. Friedman worked with Elize-
beth Smith, one of the ladies occupied in studying
the literary codes, and the two married.

Friedman became interested in cryptology
through knowledge of his wife’s work and trans-
ferred to Riverbank’s cryptologic section. As
he studied cryptology, with his scientific back-
ground, Friedman had the insight that work in
modern ciphers required knowledge of advanced
mathematics.

At the beginning of World War I, the US Army
had little experience in modern cryptology, either
in solving enemy systems or in protecting its own
communications. Fabyan, therefore, volunteered the
services of Riverbank to the government to do both
and to teach both, gratis. The cryptologic section at
the institution actually performed cryptanalysis on
some intercepted messages, but, more importantly, it
conducted mass training in essential cryptology for

US Army Signal Corps personnel.

In early 1918, Fabyan designated the Friedmans
to conduct the training, forcing the husband and wife
team to go even deeper in their study of all aspects of
cryptology in preparation for teaching. With his sci-
entific education and hers in social science, the pair of
them went well beyond existing knowledge of cryp-
tology and struck out in new directions.

Eventually, Friedman took a commission in the
Signal Corps in June and left for France. Before
that, however, he made his first public appearance
as a cryptanalyst.

According to an unfinished and unpublished
memoir by Elizebeth Friedman,® an agent of Scot-
land Yard carried an attaché case containing dozens
of intercepted letters to Riverbank. These encrypted
letters contained details of plotting between Indian
residents in the United States and Germany. As part
of Fabyan’s support to the government, the Fried-
mans were put to work on the letters.



It cannot be determined today whether the story
about a Scotland Yard official visiting Riverbank is
actually true. As far as is known, Scotland Yard at that
time did not operate extensively in North America. It
seems more likely the person who met the Friedmans
was a representative of British intelligence (perhaps
the same one who performed liaison with the Justice
Department), since Britain’s intelligence organiza-
tions took the lead in activities to counter the Indian
revolutionaries. He might have passed himself off to
them as coming from Scotland Yard because the law
enforcement agency was well known and would be
more likely to impress a young Midwestern couple
unschooled in international affairs.’

Examining the letters, Friedman found that the
author of one of them, Heramba Lal Gupta, had
enciphered only important words in the text, pro-
viding clues in the context for the solution.

The Zimmermann Telegram

As the Great War in Europe settled into a
stalemate, the German government decided that
its best hope for victory was to wage “unrestricted
submarine warfare.” By sinking ships sailing to the
British Isles, Germany could starve Britain out of
the war.

However, the Wilson administration was on
record favoring freedom of navigation of the seas
and against such submarine warfare.

Therefore, to keep the United States out of
the war, the Germans developed a plan to keep the
American military too busy to intervene in Europe.

German Foreign Minister Arthur Zimmermann
had a telegram drafted for the government of Mex-
ico. In it, Zimmermann asked the Mexican military
to keep the American army tied down on the border.
“When” the Central Powers won the war, the Mexi-
cans would be rewarded financially, and Germany
would support the country’s claims to the southwest-
ern US states lost as a result of the Mexican War.

THE “HINDU CONSPIRACY” TRIALS

Herbert O. Yardley with his memoir, The
American Black Chamber

Because the British had cut Germany’s direct
telegraphic communications with North America,
the German Foreign Ministry persuaded the Amer-
icans to transmit German encrypted diplomatic
message inside an American transatlantic diplo-
matic cable.

The British intercepted this message, as well as
a retransmission between the German embassies in
Wiashington and Mexico City. Room 40 was able to
solve the message, giving the British an immensely
powerful tool against its enemy.'

The decrypted version was passed to the United
States through Edward Bell, second secretary at the
US embassy in London. The British, of course, did
not tell the Americans that the German message
had been discovered inside one of their own cables!
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